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M C E L I E C E T I M E L I N E

1978: Robert McEliece (Caltech/JPL) publishes a 3-page technical report
“A Public-Key Cryptosystem Based On Algebraic Coding Theory” [14].
1980s-2010s: The McEliece cryptosystem is described in textbooks but
rarely used due to much larger public keys (100s of kB) than RSA or Elliptic
Curve Cryptography. Many “optimized” variants are proposed & broken.
2017 Daniel J. Bernstein, Tanja Lange & Coauthors submit a modern version
Classic McEliece to the first round of the U.S. NIST PQC competition [9].
2020: German Cyber agency BSI starts recommending Classic McEliece [7].
2025: NIST says Classic McEliece won’t be standardized by them [1].
2026: In June Classic McEliece becomes an international ISO Standard [13].

⋆ July-August 2026 – Structural Cryptanalysis of McEliece ⋆
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M C E L I E C E K E Y G E N E R AT I O N ( n , m , t )

Let q = 2m. Each irreducible g of degree t over Fq and support αi ∈ Fq give a
binary Goppa code Γ2 of length n ≤ q, dimension k = n−mt, correcting t errors.

Goppa code is linear: can be expressed with generator matrix G ∈ Fk×n
2 .

With any linear code, the n-bit codeword c corresponding to k-bit vector v can
be obtained from the vector-matrix product c = vG. Note that v is a row vector.

1. G ∈ Fk×n
2 Generator matrix for the binary Goppa code Γ2.

2. P $← Fn×n
2 Uniform random permutation matrix.

3. S $← Fk×k
2 Uniform random nonsingular (invertible) matrix.

4. DΓ2 An efficient t-error correcting decoder for Γ2.
5. pk ← G′ = SGP Scrambled generator matrix G′ ∈ Fk×n

2 is kn bits.
6. sk ← (S, P,DΓ2) Secret descrambling and decoding information.
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M C E L I E C E E N C R Y P T I O N A N D D E C R Y P T I O N

Encrypt( pk = G′, v ∈ Fk
2 ):

1. Sample a random error vector e ∈ Fn
2 with weight Wt(e) = t.

2. Encode with G′ and add error to obtain n-bit ciphertext: c← vG′ + e.

Decrypt( sk = (S, P,DΓ2), ct = c ):

1. Compute c′ = cP−1, applying the inverse permutation (c′ also has t errors.)
2. Now apply the decoding algorithm to find v′ = DΓ2(c′) = vS.
3. Apply inverse scrambling matrix to recover decrypted message: v = v′S−1.

Information Set Decoding (ISD) message recovery attacks: Guess k error-free
positions of c, solve for v by linear algebra, and retry until c + vG′ has weight t.
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F O R 4 8 Y E A R S , M C E L I E C E K E Y R E C O V E R Y ∼ B R U T E F O R C E

B A C K I N 2 0 2 3 - 2 4 : T I I M C E L I E C E C H A L L E N G E S

ISD / (Single) Message recovery: There are many versions (Prange 1962 [17],
BJMM 2012 [3], Quantum variants) – all are exponential in the error weight t.

Structural/Algebraic attacks instead look for structure in the public matrix G′.

Until 2025-26, to recover the secret key one would expect to do a brute force
search on (n, m, t): Goppa-polynomial search × support-set search × trial cost:

TII-n labels: λTII = log2

(
I(t, q) ·

(
q

n

)
· n3

)
The Technology Innovation Institute (UAE) ran a McEliece challenge in 2023-24.

TII offered cash prizes – the reward for TII-70 and above was $ 10,000 each.
https://github.com/ElenaKirshanova/tii_decoding_challenge
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C L A S S I C M C E L I E C E I S A C T U A L L Y N I E D E R R E I T E R

T H E N I E D E R R E I T E R C R Y P T O S Y S T E M

A variant of McEliece developed in 1986 by Harald Niederreiter [15].
Uses the (n− k)× n parity check matrix H instead of the k × n generator G.
( Parity check matrix satisfies HcT = 0 if c is a codeword of Γ2 ).
With equivalent parameters has the same security as its “dual”, McEliece.
Many McEliece-like cryptosystems (based on various codes) have been
proposed over the last five decades, but constructions based on Goppa
codes are among the very few that had “survived” cryptanalysis efforts.
The “Classic McEliece” algorithm [9] is actually a Niederreiter cryptosystem.
Was standardized as a part of ISO/IEC 18033-2:2006/Amd 2:2026 [13].
Was considered “Quantum-Safe”: ISD only gets a “Grover”-like speedup [4].

HOVER 1978-2026: CLASSIC MCELIECE P.007/022
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H E M M E R T & W I E M E R S ( B S I ) , 2 0 2 5 – 2 0 2 6 [ 1 2 ]

H I G H E R - O R D E R V A N I S H I N G ( H O V )

Over Fq, the public dual code splits into m Frobenius-conjugate Generalized
Reed–Solomon (GRS) blocks of dimension t:

Γ⊥
2 ⊗F2 Fq =

m−1⊕
i=0
Gi, Gi = GRSt

(
α, g(α)−1)[2i]

.

Note: A random code of dimension k has no such hidden decomposition.

Shorten the dual on s∗ public coordinates, leaving κ = mt − s∗ variables. Find
binary square-free degree-p forms f(x1, . . . , xκ) whose derivatives vanish at
every remaining public column. This is a large, sparse binary linear system.

Distinguisher: for a random code kernel L = 0; for a Goppa code dim L = m.
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E P R I N T , E A R L Y J U L Y 2 0 2 6 [ 1 1 ]

H E M M E R T ’ S H O V K E Y R E C O V E R Y

Over Fq, L is spanned by m determinant forms hi = det Qi in one Frobenius
orbit: squaring every coefficient of hi gives hi+1 (up to scale).

Windows: any combination of a cyclically consecutive hi omits one Gi; its
derivatives lift into

⊕
j ̸=i Gj .

MinRank: stack a window’s partial derivatives ∂f/∂xr as rows of a derivative
matrix; its rank is unusually low, ≤ b. Hemmert searches L⊗ Fq for such combina-
tions, assuming ap2 > b so that only windows qualify.

Completion: align windows across shortenings, isolate one Gi by Frobenius
intersections, expose a GRS code by a Schur product; Sidelnikov–Shestakov
[21] gives (g, α). This is equivalent to the private key information (S, P,DΓ2).
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L I N E A R A L G E B R A R E P L A C E S T H E M I N R A N K S E A R C H

T H E H O V E R S H O R T C U T

HOVER (Higher-Order Vanishing Endomorphism Recovery) was found in our AI
experiments only weeks after Hemmert’s HOV key recovery ePrint came out.

Observation: all derivative matrices together carry more than the rank of any
single combination. With a basis v1, . . . , vm of L, their derivative matrices Mi

form a public three-way tensor β(z, λ) =
(∑

i λiMi
)⊤

z.

Shortcut: Ask which binary maps on L are compatible with it:

Eβ =
{
B ∈ EndF2(L) : ∃AB with AB β(z, λ) = β(z, Bλ)

}
.

Eβ is the nullspace of one binary linear system in m2 unknowns. TII-252: 58,500
equations in 100 unknowns replace the original exhaustive search in P9(F210).
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P U B L I C A L G E B R A T O H O V D I R E C T I O N S

H O V E R E X P O S E S T H E “ H I D D E N F I E L D ”

Little bit more intuition: The McEliece public key pk carries a fingerprint of the
hidden field structure: an algebra we can compute from public data.

1. Public field check. If dim L = dim Eβ = m and B ∈ Eβ has an irreducible
characteristic polynomial, then Eβ = F2[B] ∼= F2m .

2. Hidden directions. Over F2m , every compatible map just rescales each hid-
den direction hi, by µ, µ2, µ4, . . .. So B is diagonal in the hidden basis: its m

eigenlines are the hi, and squaring orders them into one cycle.

3. Why it matters. Their order gives all HOV windows without a MinRank search.
If a check fails, HOVER stops. The recovered secret keys are verified against pk.

HOVER JULY 2026: HOV AND HOVER P.012/022



W O U L D H A V E B E E N W O R T H S U B S T A N T I A L $ $ $ T W O Y E A R S A G O

J U LY 2 0 2 6 : N E W T I I K E Y R E C O V E R Y R E C O R D S

In practice, the “HOVER” variant [this work] of Hemmert’s HOV key recovery
[11] turned out to be very effective against low-degree challenge parameters:

Challenge (n, m, t) Wall Time Memory System
TII-252 (1008, 10, 11) 6 min 15 s 2.7 GiB 12-core laptop
TII-246 (1009, 10, 11) 3 min 11 s 2.7 GiB 12-core laptop
TII-240 (1010, 10, 11) 3 min 06 s 2.7 GiB 12-core laptop
TII-213 (496, 9, 10) 6 h 45 min 144 GiB 28-vCPU server
TII-129 (509, 9, 9) 4 h 30 min 80 GiB 28-vCPU server

Evidence (secret keys): https://github.com/mjosaarinen/tii-solved

Note: TII-83 was the “highest” challenge broken by the May 2024 deadline.
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S T R U C T U R A L A T T A C K S O F 2 0 2 6

FA V O U R A B L E R E G I M E S F O R S T R U C T U R A L AT TA C K S

O B S E R V A T I O N S

These attacks are all conditional on parameter ranges (or even keys!)
There is no single “input size” security parameter for asymptotics.
A distinguisher does not directly imply decryption or OW-CPA break.

Attack Type Indicative Conditions (very rough) Asymptotics
Pfaffian [2] key recovery Very high rate; square defect visible poly in (m, t)
HOV [12] distinguisher Random HOV kernel dies; Goppa not –
HOV [11] key recovery Clean Frobenius-split HOV kernel –
Rank-2 [6] key recovery Rank-2 relation at low solving degree subexp 2o(t)

Holdout [10] key recovery Kernel survives past Hermite threshold qpoly nO(log n)
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H E R M I T E I N T E R P O L A T I O N O N A H I D D E N C U R V E – G I J S [ 1 0 ]

H O L D O U T / G I J S : T H E M I S S I N G C O L U M N I S F O R C E D

Over Fq, the public columns are scaled points yi = λip(αi) on a hidden polyno-
mial curve, with deg pj ≤ D = n− 2t− 1.

Hold out yτ . Find a nonzero homogeneous polynomial h of degree d whose
Hasse derivatives of order < s vanish at every other column. Then ϕ(Z) =
h(p(Z)) has degree at most dD and at least s(n− 1) zeros, counting multiplicity:

s(n− 1) > dD =⇒ ϕ ≡ 0 =⇒ h(yτ ) = 0.

There are still enough coefficients to find such an h; a random held-out column
has no reason to satisfy the last equality. For d = s + 1 = Θ(log n) this gives a
quasipolynomial distinguisher [10].
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E V E N B E T T E R M E T H O D – N O W T H R E A T E N S C L A S S I C M C E L I E C E

A U G U S T 2 0 2 6 : H O L D O U T / G I J S : A I D I S C L O S U R E [ 1 0 ]
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F A R F R O M P R A C T I C A L , B U T B E L O W I S D & N I S T C R I T E R I A

H O L D O U T : C O S T A G A I N S T C L A S S I C M C E L I E C E

Weis & Claude in August 2026: the interpolation relations also encode the
hidden support. After removing local jet relations, their top-order blocks satisfy
V2,j = α s′−1

j V1,j (up to normalization and Frobenius conjugacy). Read off the αj ,
recover the multipliers, and obtain an equivalent decoding key [22]. Estimates:

Parameter set NIST Req [16] ISD [5] GIJS [10] Weis [22] Saarinen [18]
mceliece348864 143 151 114.2 94.3 126.8
mceliece460896 207 191 120.3 99.3 145.2
mceliece6688128 272 257 124.0 102.4 137.5
mceliece8192128 272 287 124.0 102.4 137.5

TII-253 (n, m, t) = (214, 8, 9): two sparse kernels, ≈700 core-hours each [22].
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T W O A N C H O R S E X P O S E A H I D D E N P R O J E C T I V E G E O M E T R Y

S P E C I A L H O L D O U T : T I I - 2 5 4 K E Y R E C O V E R Y

TII-254 (n, m, t) = (223, 8, 12): hardest solved challenge so far [20].

I ran a human-directed, AI-operated algorithm improvement loop for 8 days.

TII-254-specific, 13-step process: Degree-6 holdout system; remove 4.8M
provable “nuisance” directions (20.3M→ 15.5M). Solve at two anchor columns:
two 121-dim kernels. Their pair core splits as 80 = 64 + 16; the common 64 is
noise, and the 16 ∼= F2

28 has the support locators as its F28-lines.

Stage (per anchor) Time Hardware
Block Wiedemann sequence (width 512) 13.6 h 1× NVIDIA GH200
Polynomial-matrix basis 0.8–5.1 h 12–64 CPU threads
Kernel reconstruction ≈2 h 8× GH200

HOVER AUGUST: GIJS AND THE AFTERMATH P.019/022



C H A R T I N G T H E M C E L I E C E K E Y R E C O V E R I E S
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S E P 2 9 , 2 0 2 6 : C U R TA I N S O N C L A S S I C M C E L I E C E
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S E P 2 9 , 2 0 2 6 : C U R TA I N S O N C L A S S I C M C E L I E C E

Since 2020, Germany’s cyber authority BSI has recommended Classic McEliece
in its Technical Guideline TR-02102-1.

The January 2026 version still stated: “The underlying mechanism, which is
instantiated with binary Goppa codes, is about as old as the RSA mechanism and
is therefore considered conservative and very thoroughly analysed.” [7]

On September 29, 2026 BSI revised their guidance:

“Classic McEliece should currently no longer be used in new developments or
when planning new cryptographic applications.” [8]

The BSI Classic McEliece security advisory [8] cites the same 2026 works as we
did here [2, 6, 10–12, 22], including my works [19, 20].

HOVER AUGUST: GIJS AND THE AFTERMATH P.022/022
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